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access

OWASRHoT Top 10 Risk Rating
Methodology

wBased on the OWASP Risk Rating Methodology, used to
prioritize Top 10
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wConsider anyone who has access to the web interface including internal and external
users.

Attack Vectors

wAttacker uses weak default credentials, captures pldext credentials or
enumerates accounts to access the web interface. Attack could come from external
or internal users.
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wsee OWASP Top 10

Typical Impact ( J

winsecure web interfaces can result in data loss or corruption, lack of accountability,
or denial of access and can lead to complete device takeover.

wConsider the business impact of poorly secured web interfaces that could lead to
compromised devices along with compromised customers. Could your customers be
harmed? Could your brand be harmed? 6
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wUsername = Admin; Passworgassword
whttp://my.smart.device/index.php@md=ping&arg=my.other.device

wDefault passwords and ideally default usernames to be changed
during initial setup.

wEnsuring complex password construction is required.

wEnsuring web interface is not susceptible to OWASP Top 10 (e.qg.
SQX w/ 92 - {{ZXV

wEnsuring credentials are not exposed in internal or external
network traffic.
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wConsider anyone who has access to the web interface including internal and external users.

wAttacker uses weak passwords, insecure password recovery mechanisms, poorly protected credentials or
lack of granular access control to access a particular interface. Attack could come from external or internal
users.

wAuthentication/Authorization may not be sufficient when weak passwords are used or are poorly
protected. Insufficient authentication/authorization is prevalent as it is assumed that interfaces will only
be exposed to users on internal networks and not to external users on other networks. Deficiencies are
often found to be present across all interfaces. Many Issues with authentication/authorization are easy to
discover when examining the interface manually and can also be discovered via automated testing.

wlnsufficient authentication/authorization can result in data loss or corruption, lack of accountability, or
denial of access and can lead to complete compromise of the device and/or user accounts.

wConsider the business impact of poorly secured web interfaces that could lead to compromised devices
along with compromised customers. Could your customers be harmed? Could your brand be harmed?



