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About the OWASP IoT Top 10 

ωbƻǘ ŀ ǎǘŀƴŘŀǊŘΧ 

OWASP IoT Top 10 is an Awareness Document 

ωBased on the experience of other OWASP projects like:  

ωDevelopers Guide 

ωOWASP Top 10 

ωOWASP Zap 

First developed in 2014 

ω2014 by Project Leader Daniel Miessler 

Released 
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OWASP IoT Top 10 (2014 Edition) 
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What 5ƛŘƴΩǘ /ƘŀƴƎŜ 

ω¢ƛǘƭŜ ƛǎΥ ά¢ƘŜ ¢ƻǇ мл aƻǎǘ /ǊƛǘƛŎŀƭ {ŜŎǳǊƛǘȅ Risks in 
common appliances and gadgets with network/internet 
accessέ 

LǘΩǎ !ōƻǳǘ Risks, Not Just Vulnerabilities 

ωBased on the OWASP Risk Rating Methodology, used to 
prioritize Top 10 

OWASP IoT Top 10 Risk Rating 
Methodology 
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OWASP IoT Top 10 Risk Rating 
Methodology 

Threat 
Agent 

Attack 
Vector 

Weakness Prevalence Weakness Detectability Technical Impact Business Impact 

? 
Easy Widespread Easy Severe 

? Average Common Average Moderate 

Difficult Uncommon Difficult Minor 

1 2 2 1 

1.66 *  1 

1.66 weighted risk rating 

Injection Example 

1 
2 
3 
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I1 - Insecure Web Interface 

ωConsider anyone who has access to the web interface including internal and external 
users. 

Threat Agents 

ωAttacker uses weak default credentials, captures plain-text credentials or 
enumerates accounts to access the web interface. Attack could come from external 
or internal users. 

Attack Vectors 

ωsee OWASP Top 10 

Security Weakness 

ωInsecure web interfaces can result in data loss or corruption, lack of accountability, 
or denial of access and can lead to complete device takeover.  

ωConsider the business impact of poorly secured web interfaces that could lead to 
compromised devices along with compromised customers. Could your customers be 
harmed? Could your brand be harmed?  

Typical Impact (Technical / Business) 
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I1 - Insecure Web Interface 

ωUsername = Admin; Password = password  

ωhttp://my.smart.device/index.php?cmd=ping&arg=my.other.device  

Examples 

ωDefault passwords and ideally default usernames to be changed 
during initial setup. 

ωEnsuring complex password construction is required.  

ωEnsuring web interface is not susceptible to OWASP Top 10 (e.g. 
SQLiΣ w/9Σ ·{{ΣΧύ 

ωEnsuring credentials are not exposed in internal or external 
network traffic.  

How Do I Make My Web Interface Secure? 
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I2 - Insufficient 
Authentication/Authorization 

ωConsider anyone who has access to the web interface including internal and external users. 

Threat Agents 

ωAttacker uses weak passwords, insecure password recovery mechanisms, poorly protected credentials or 
lack of granular access control to access a particular interface. Attack could come from external or internal 
users.  

Attack Vectors 

ωAuthentication/Authorization may not be sufficient when weak passwords are used or are poorly 
protected. Insufficient authentication/authorization is prevalent as it is assumed that interfaces will only 
be exposed to users on internal networks and not to external users on other networks. Deficiencies are 
often found to be present across all interfaces. Many Issues with authentication/authorization are easy to 
discover when examining the interface manually and can also be discovered via automated testing.  

Security Weakness 

ωInsufficient authentication/authorization can result in data loss or corruption, lack of accountability, or 
denial of access and can lead to complete compromise of the device and/or user accounts.  

ωConsider the business impact of poorly secured web interfaces that could lead to compromised devices 
along with compromised customers. Could your customers be harmed? Could your brand be harmed?  

Typical Impact (Technical / Business) 
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